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Disclaimer

Fair Use Notice and Disclaimer
This presentation deck may contain copyrighted material the use of which has not been specifically authorized by the 
copyright owner. The fair use doctrine allows the presenter limited use of copyrighted material without requiring permission 
from the rights holders, such as commentary, criticism, news reporting, research, teaching or scholarship. It provides for the 
legal, non-licensed citation or incorporation of copyrighted material in another author’s work under a limited balancing test. 
The material shall be used to enhance public understanding of cybersecurity preparedness, as such, the presenter believes 
this constitutes a fair use of any such copyrighted material as provided for in section 107 of the US Copyright Law. In 
accordance with Title 17 U.S.C. Section 107, this presentation is distributed without profit to those who have expressed a 
prior interest in receiving the included information for research and educational purposes. If you wish to use potentially 
copyrighted material from this presentation for purposes of your own that go beyond fair use, you must obtain permission 
from the copyright owner.

Errors and Omissions Disclaimer
The information contained in this presentation is for general guidance only. The author/presenter assumes no responsibility 
or liability for any errors or omissions in the content of this presentation. The information contained in this presentation is 
provided on an "as is" basis with no guarantees of completeness, accuracy, usefulness, or timeliness.
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Relevant Professional 
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Expertise and Roles

Subject Matter 
Expertise

• Cybersecurity 
Governance

• Enterprise Digitization

• Strategic Management 
of Technologies

Roles

• Professor

• Author

• Editor

• Speaker

• Consultant

• Strategic Advisor
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Cybersecurity Authorship

https://www.amazon.nl/CYBERSECURITY-READINESS-Holistic-High-Performance-Approach/dp/1071837338

https://www.amazon.nl/CYBERSECURITY-READINESS-Holistic-High-Performance-Approach/dp/1071837338
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Cybersecurity Authorship

Calculated Risk? A Cybersecurity Evaluation Tool for SMEs, made the list of “Most Cited Articles since 2020,” in Business Horizons
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Cybersecurity Authorship



9

Cybersecurity Authorship
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Cybersecurity Authorship
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Cybersecurity Authorship
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Cybersecurity Readiness Podcast Series

Launched in June 2021

Published 60 plus Episodes

Listeners in 94 countries
https://www.cybersecurityreadinesspodcast.com/ 

https://www.cybersecurityreadinesspodcast.com/
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Cybersecurity Leadership Council & SWAT Team

z
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Talks & Webinars
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Talks & Webinars

Opening Guest, teissTalk LIVE Event 
May 10, 2022

NetSPI Agent of Influence, Podcast Guest 
Sept. 2021

Panelist, Computing and Electronics Research 
Summit, BITS Pilani

March 31, 2022

Project Ares by Circadence 
Webinar, May 2021
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Talks & Webinars

UNC-Chapel Hill World View 
Conference, Nov 2022

18th European Conference on 
Cyber Warfare and Security, July 

2019

London School of Economics, 
Feb 2020

The European Information Security Summit, 
Feb 2020
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Expert Interviews

PRO Business Channel 

AIB TV Network 

National Public Radio/WABE 90.1 

Guest, ‘Ask The Expert,’  Red Sift 
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Teaching and Workshops

18
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USA TODAY – April 8, 2024

19
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Cyber Risks and 
Vulnerabilities
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Expanding Attack Surfaces

Digitization of processes

Increasing dependance on cloud-based services

A highly mobile work environment

Infusion of IoT and other smart devices
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Major and Evolving Attack Vectors

Phishing

Ransomware

IoT Attacks

Insider Threats

Adversarial AI Attacks
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The Human Vulnerability Factor

of the attacks are focused on 
exploiting human vulnerabilities 

90% 
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Common Weaknesses and Shortcomings

• Usernames and Passwords not encrypted

• Weak encryption system

• Unencrypted customer data stored in multiple 
locations

• Networks not adequately segmented

• Multi-factor Authentication (MFA) not in place

• Delay in notifying victims

• The breach went undetected for several weeks.

• The company did not pay heed to the alerts sent 
by the monitoring company.

• Misconfigured web application firewall

• Lack of well rehearsed disaster recovery and 
incident response plan

Gross 
Negligence

Lack of 
Transparency

Inadequate 
Preparation

Poor 
Communication

Based on the review of data breach records during the period 2010-2023
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The Critical Need

Cybersecurity 
governance 
needs to:

Shift from reactive to proactive mode

Go beyond regulatory compliance

Be more than check-the-box

Create and sustain a high-performance information 
security culture
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Holistic Cybersecurity Governance 
Framework



Commitment-Preparedness-Discipline Framework

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and High-Performance Approach, SAGE Publishing, March 2021
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Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and High-Performance Approach, SAGE Publishing, March 2021



Commitment-Preparedness-Discipline Framework

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and High-Performance Approach, SAGE Publishing, March 2021
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Distinctive Characteristics

§ Holistic Approach
q Technology alone will not mitigate information security risks. 
• There are several pieces to the complex puzzle of cybersecurity management and technology is only one 

of them. 
• Other success factors include committed leadership, robust governance procedures, and informed and 

motivated personnel.

● Proactive, Long-Term, and Sustainability-Focused Approach

○ Creating and sustaining a high-performance information security culture is key to helping organizations 
stay committed to their cybersecurity goals and operate at a high level of efficiency and effectiveness for a 
sustained period. 

● Research-Driven Approach

○ Extensive research and analyses led to the identification of seventeen success factors that are associated 
with three cultural dimensions: Commitment, Preparedness, and Discipline
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Distinctive Characteristics

§ Pragmatic and Comprehensive Guide

§ Intuitive and Easy to Follow

§ Guiding Questions for reflection, self-assessment, and validation

§ Numerous Vignettes and Cases to illustrate the applicability and value of the 

framework

§ Cybersecurity Readiness Scorecards – An Organizational Self-Assessment Tool

● Guiding Questions for reflection, self-assessment, and validation

● Numerous Vignettes and Cases to illustrate the applicability and value of the framework

● Cybersecurity Readiness Scorecards – An Organizational Self-Assessment Tool
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Methodology

§ Data was gathered from primary and secondary sources. 

§ A multi-method approach of literature review, focus groups, and expert interviews was used to collect data. 

§ In-depth interviews with business leaders and subject matter experts were important sources of insight. 

§ The interviewees belonged to for-profit and non-profit organizations representing a wide range of industries:

§ Higher educational institutions

§ Government agencies

§ Information technology services 

§ Healthcare

§ Financial technology (fintech) 

§ Insurance services

§ Security and information management solutions

§ Food and beverages

§ Communications and information technology 

§ Qualitative tools and techniques were used to analyze the data.
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Cybersecurity Strategic Capability Model
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Cybersecurity Strategic Capability Model

Commitment-Preparedness-Discipline Framework

Cybersecurity 
Competencies
Proactiveness

Resiliency

Transparency

Robustness

Awareness

Strategic 
Capabilities
Brand Reputation 
Management

Secure Product/Service 
Management

Customer Relationship 
Management

Partner Relationship 
Management

Strategic 
Outcomes
Revenue Growth

Market Share Growth

Realize Cost Efficiencies
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Hands-On Top Management

• Treat cybersecurity challenges as a strategic opportunity

• Treat cybersecurity capabilities as core competencies

Mindset Shift

• In all aspects of cyber governance – from 
strategizing to monitoring and measurement

• Take ownership and responsibility

• Serve on governance teams

• Participate in training and awareness programs

Active Engagement

Several of us in senior leadership are digital 
immigrants and not digital natives. Many of the 
security issues are new to us. We will be naïve if 
we don’t take interest and are not willing to learn 
and stay updated.
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‘We-Are-In-It-Together’ Culture

Multi-pronged approach

Creating awareness

Building emotional capital (among employees 
and business partners)
• Feeling valued

• Developing a sense of belonging

• Taking pride in their work

• Having fun

• Perceiving leadership to be genuine and authentic

Incentivizing behavior

Source: Chatterjee, D. Cybersecurity Readiness: A Holistic and High-
Performance Approach, SAGE Publishing, March 2021
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Joint Ownership and Accountability

Business partners, third party service providers, 
and vendors must share responsibility in 

protecting sensitive data
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CISO Empowerment

• CISO must be appropriately 
empowered to be effective

• Ideally, the CISO should be part of the 
C-level team or at least have direct 
access to the top management

There is growing recognition that the 
CISO is much more than a risk or 
technology officer. They are business 
enablers and must be involved in 
strategic and value creation activities
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Sustainable Budget

The funding must be sustained over 
the long-term, as it takes time to 
build robust defense capabilities.

Must be treated as strategic 
investments
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Comprehensive Asset Discovery

• The Cybersecurity and Infrastructure 
Security Agency recently issued a 
directive (BOD 23-01) requiring federal 
enterprises (civilian executive branch) 
to perform automated asset discovery 
every 7 days. 

There are many hurdles associated with 
asset inventory management. The one 
that looms the largest is unmanaged 
devices, unmanaged assets, the Achilles 
heel of any asset inventory program.
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Defense-in-Depth Approach

External Attacks

Insider Threats

Acts of Nature

Forms of Intrusion

Closed-
circuit 
Surveillance 
cameras

Intrusion 
Detection 
Systems

Load 
Balancing

Security 
Audits

Biometric 
Authentication

Encryption Vulnerability 
Monitoring

Table-top 
Exercises

Separation 
of Duties

Security 
Screening and 
Background 
checks

Component 
Redundancy

Disaster 
Recovery 
Planning
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Security 
Guards

Automated 
Backups

Identify and 
Access 
Management

Service Level 
Agreements 
Data retention 
and Disposal 
policy

Asset 
Identification 
and 
Prioritization

Regular 
Backups

Business 
Continuity 
Planning

Virtual 
Private 
Network

Virtual 
Private 
Network

FirewallsSmart 
Cards

Looked 
Doors
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Role-Based Awareness and Training

Like Wordle and Nerdle, the daily word and mathematics games and 
challenges, organizations can adopt an incremental and continuous 

approach to spreading security awareness and knowledge.

Role-based

Engaging and interactive

Incremental and continuous

Important component of 
performance review

01 02

03 04
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Robust Data Backup and Retention Strategy

Method and frequency of data backup should be carefully determined 
and closely followed.
• Differential Backup

• Incremental Backup
• Full Backup

Create a backup of backups and make them “read-only.”

Having immutable backups that are encrypted.

Data should be backed up in both online and offline storage locations. 

The data restoration process should be tested frequently.

Data storage and deletion policies should be determined based on a 
careful review of regulatory guidelines.

Service level agreements (SLAs) with managed service providers must 
clearly spell out data backup, storage, and purge provisions.
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Continuous Monitoring & Prompt Action

Thorough logging of monitoring results, actions taken, and 
decision-making rationale.

Formulation and 
documentation of 

continuous 
monitoring 

strategy

Establishing 
monitoring 
schedule

Use of 
automated 

vulnerability 
scanning tools

Prompt 
communication 

and action
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Highly Rehearsed Response & Recovery Capability

Incident response 
planning

Disaster recovery 
planning

Establishing teams Regular testing
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Real-Time Security Audits and Drills

Regular security 
audits and drills

Real-time 
security audit

Conduct security drills to 
test recovery capability
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Closing Thoughts
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Ideal Mindset and Approach

●Mindset

Consider the cyber attack epidemic 
to be a strategic opportunity

Treat cybersecurity as a strategic 
competency/capability

Everyone has a role to play in 
securing the organization
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Ideal Mindset and Approach

Approach

Be proactive

Be prepared

Continuously monitor and make adjustments

Promptly act on the intelligence received

Continuous training

Don’t outsource cybersecurity governance; 
actively engage and manage

Be truly committed to protecting 
confidential and strategic assets

Go above and beyond the Check-the-
Box approach
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Book

Website

Podcast

Email

Cybersecurity Readiness: A Holistic 
and High-Performance Approach

The Cybersecurity Readiness Podcast

https://www.dchatte.com/ dchatte@gmail.com 

THANK YOU!!


